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New platform support in version 1.1

Windows 7 — following the official release of Windows 7, all Netop ProtectOn Pro modules now include
support for Microsoft’s latest desktop operating system. The related Netop modules include the following:

»  Server, Console and Agent

»  Supported versions of Windows 7 include Starter, Home Premium, Professional, Ultimate and
Enterprise (32-bit and 64-bit editions)

New features in version 1.1

Scheduling of Hard Disk Protection

=% Hard Disk protection | Like for other policies it is now
Hard Disk Protection | Schedule |Assigned Ta pOSSIble to schedule when a Hard

Disk policy is active.
Restart Scheduls

This requires that the Agent PC is

e ") D restarted. In such case the Agent user
D2 4 6 8 101214 1618 20 22 24 is presented with the usual restart
message. The scheduled restart will

all
mandag use the default restart options
tirsdag specified via the Restart Options
onsdag button:
torsdag -
fredag Restart Agent PCs Defaults [Z|
lerdag Restart 0 ptions

ssndag II I IIIIII I I III Timeout to restart: m seConds

Meszage to display:

I - Active time |:| - Mat active time _ _ _ —
“rour PC will be restarted in 3 minutes. Please finish and

Friday from 10:00ta 11:00 lsave yaur wark.,

To change Active time to Mot active time, right-click on a cell, or right-click and hold to select an interval

To change Mot active time to Active time, left-click on a cell, or left-click and hold to select an interval. [ Allawy user ta cancel

Manual restart =
Restart Options

Restart options. ..

Close open programs without saving data

Fiestore Options
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WIiFi Whitelist

It is now possible to specify a list of allowed wireless networks that the Agent PC can connect to when WiFi

access is otherwise prohibited.

Add USB devices to white list from right click menu

It is now possible to add USB Classes and Devices to the white list directly from the Right click menu in the Device list:

LN SE Devices

b i - Access Rights., ..
USE Database. ..

JSE White List — Thig list containg USE devic wihite Lisk

«  Device Class Description Full Access

Add Classes. ., F
Add Devices...

Server "Test Connection" button also verifies credentials to the SQL database

® Netop ProtectOn Pro Server Settings

Connection properties | Licensing | Miscellaneous || Interface | About
Connection type

(&) Connect to SOL Server

) Cornect to SOL Server Compact Edition
Connection to SOL Server
SErver name:
(localNSOLEXPRESS
Information for logon to the server:

(%) Use Windows NT Integrated security

() Use a specific user name and passward
User name:

Password:
Canfirm Pagsword:

D atabase name:

MPP_DB
ProtectOn Pro Server Port
Part number: | 1373

The Test Connection button in Server Connection
properties only checked whether the Server could see the
SQL database.

Because connection problems to the database are often
related to the credentials the Test Connection button will
also verify that the specified credentials allow access to
the database.
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Centrally configure Agent configuration password

Agent Settings b—q

“Secuty | A passqurd for the Agent Configuration program can now
be specified centrally in the NPP Console.

Agent Settings Password . . . .
If there’s an Agent Settings Password configured it will be

Password | | used in the following situations:

Confirm pazsword: | |

e The Agent Configuration program will prompt for
the password.

e The Agent uninstall program will prompt for the
password

0K ] ’ Cancel

Bug fixes

Device Access: Protected removable drives and floppy disks could be formatted

Even though formatting was not allowed it was possible to format removable drives and floppy disks. The
problem is now solved.

Defect: DE3395

Device Access: Problem with Floppy Disk blocking

Even though Device Access Policy for Floppy devices was set to 'No Access' it was possible to read and write floppy
disks. The problem is now solved.

Defect: DE3346

Device Access: Application policy causes grayed out menus in Internet Explorer

When the Agent was installed Internet Explorer (7 and 8) menus were sometimes grayed out and
inaccessible. Similar problem was also seen with programs running in Internet Explorer such as Enlight
(Syllabus 5.0 from ECDL). The problem is now solved.

Defect: DE2896, DE3712, DE3048

Cannot install Server on Windows 2000

The problem is how solved.
Defect: DE3718

Cannot block Secure SanDisk Cruzer USB disk

Because of a conflict between USB SanDisk Cruzer and the ProtectOn Pro driver the disk could not be
blocked. The problem is now fixed.
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Defect: DE3313

Connectivity issues when a large number of Agents are connected to the same Server

When a large number of Agents are connected to the same policy server the connection might be rejected
and policies are not updated. The problem is now fixed

Defect: DE3880

Comment:

Even though an error has been fixed a Server can be overloaded when too many Agents are connected. The
solution for this is to set up up more Netop ProtectOn Pro servers (for example with a round robin URL
resolution) pointing to the same SQL server. Another work around is to increase the Agent ‘Download Policy
Interval’ as shown in the Netop ProtectOn Pro Server Configuration dialog below.

In this version the default ‘Download Policy Interval’ has been increased from 10s to 30s. This means that
the Policies will take a little bit longer to be deployed (in average 10s more) but most importantly it means
that the Server will be able to handle 3 times more Agents.

L= Metop ProtectOn Pro Server Settings

Connection properties | Licensing | Miscellaneous | Interface | About
Scanning settings

Set a time interval and part to gcan your nebwark for MAC addrezzes and

I15B devices.
Metwork, scanning interval [zeconds]: 300
Ak Port Mumber: 1972

Agent zettingz

Set a time intervals to download and applying policies on Agent's PC.

Download palicy interval [zecondz]; 120

Apply policy interval [zeconds]: 10

Hard Disk Protection Exception folder

Hard Disk Protection exception folders would fall if it included the environment variable %USERPROFILE%.
The problem is now fixed.

Defect: DE3931, DE3987

Web Policy didn’t work on Vista and 64 bit operating systems

Web Policy didn’t work when applied to an Agent PC running Vista or 64 bit operating systems. The problem
is now fixed.

Defect: DE3884,
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Application Policy unstable on 64 bit operating systems

Application Policy didn’t work on 64 bit operating systems. In some cases the 64 bit operating systems could
become unstable after installing the Agent. The problems are now fixed.

Defect: DE3289, DE4031. DE4035

Web Policy blocking URL updated

The web page that is shown when a web site is blocked is updated.
Defect: DE4034

Problem with VMware virtual PC files

Because of the huge VMware file sizes Netop ProtectOn Pro becomes very slow. We do not recommend
using Hard Disk Protection with VMware files.

Workaround:
Exclude VMware folders from Hard Disk Protection
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